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1 Introduction

The Data Protection AQD1ti
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2.3 Subject Access requests under the Data Protection Act
Employees have a right to know

what information the University holds about them;

for what purpose(s); and

to whom such information might be disclosed.
However, the employee does not have an automatic right to see all the information.

All Subject Access Requests should be forwarded to the Data Protection Officer for action.

2.4
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monitoring quality and performance
security and car parking
confirmation of awards

compliance with other legal requirements, e.g., equal opportunities, Disability Discrimination
Act, returns to external bodies such as HESA

archiving in the public interest.

3.3 Special category personal data

Certain types of information are considered to be special category data, as the information is
sensitive in nature. These include:

racial or ethnic origin

political opinions

religious or philosophical beliefs

membership of a trade union

genetic data

biometric data

health

sex life or sexual orientation

commission or alleged commission of a criminal offence

proceedings, disposal of proceedings, or results of proceedings against a person for a
criminal offence.

Some of these data are collected for use in statistical analyses, particularly by the Higher Education

Statistics Agency (HESA). However, for this purpose, the data are used anonymously * there is no
connection with a particular person.

3.4 Responsibilities of data users

Each employee who has access to other employees| SHIVRQD) GDID DV SDUIl Rl WKHLU IRE VKRXIG Dif DW
times ensure that:

data are only used for the purpose(s) for which they were collected
data confidentiality is maintained at all times
data accuracy is maintained

data are held securely £
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4  Disclosure of employee personal data

If you receive a request for employee information that is out of the ordinary, you should pass the
request to the Data Protection Officer for action.

Special category personal data must not be disclosed without the express consent of the employee
or without proper authorisation.

4.1 Internal disclosure

Personal information should only be disclosed to other employees of Brunel University London if the
employee concerned has given permission or if the disclosure is necessary for the legitimate interests
of the University. Personal information must not be disclosed merely for social reasons.

If there is any doubt regarding the identity of the employee who is requesting the information, ask

June 2019 © 2019 Brunel University London



Page 8 of 12 Handling Staff Personal Data

payroll/salary records held in the Human Resources Department may do so without charge, by
applying directly to that Department.

5 Subject Access requests under the Data Protection
Act

Under the Data Protection Act 2018, every employee has the right to be told whether the University
holds personal information about them, to be given a description of those data, the purposes for
which they are held and to whom they may be disclosed.

To obtain access to personal data the University may hold, employees must submit a request
specifying which data they would like to have access to, together with proof of identification to the
Data Protection Officer (Information Services directorate).

It is the responsibility of the Data Protection Officer to contact relevant areas within the University and

to ensure that the information requested is/can be released to the employee. This must be
completed within one month of receiving the request, proof of ID, and sufficient information to find the
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Council Ordinances

For further guidance:

e-mail: data-protection@brunel.ac.uk

web page: http://www.brunel.ac.uk/about/administration/information-access/data-protection.
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7 Appendix A — Types of data and disclosures

7.1 Personnel records

The official personnel record for an employee is the one held in the Human Resources Department.
A facility is available which allows employees to update their own personal data. The Department or
College in which an employee works may also hold a personnel record, but this should contain a
subset of the data in the official record.

The University allows individual employees to inspect their official personnel file. If the employee
requests copies of any documents within the file, those copies will be provided at that time.

The Equal Opportunities monitoring section of the job application form should be deleted or securely
destroyed once the anonymised data have been supplied to HESA and other monitoring
organisations.

7.1.1 Confirmation of employment

Banks, prospective landlords and others may require confirmation that an individual is an employee
at the University. If the request is made by telephone, the caller is advised to put the request in
writing to the Human Resources Department.

The Human Resources Department confirms dates of employment over the telephone only if the
caller provides the dates.

7.1.2 Training records
Staff Development maintains a list of courses requested and attended by each employee. Each

employee can access their own training report for compliance training on the intranet
(https://intra.brunel.ac.uk/s/StaffDev/default.aspx.

Employees can also see a list of workshops for which they have registered, or which they have
attended, by selecting Your Records on the same web page.

7.2 Occupational health records

Disclosure of medical information given by an employee to medical staff or occupational health
advisors is restricted by the Data Protection Act and by the Access to Medical Reports Act 1988.
Other than in exceptional circumstances, written consent to the disclosure of such information must
be obtained.

These records normally consist of health questionnaires (including pre-employment medical
guestionnaires), results of any health-
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7.3 Financial information

Information about an individual employeefVv VDIDU\ DQG EHQHIWV LV QRI QRUPDIN\ GLVFIRVHG IR IIKLrd
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